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QUOC HOI CONG HOA XA HOI CHU NGHIA VIET NAM
Poc 1ap - Tw do - Hanh phuc

Luat s6: 86/2015/QH13

LUAT
AN TOAN THONG TIN MANG

Can cir Hién phdp nuwée Cong hoa xd hoi chit nghia Viét Nam;

Quo”'c hoi ban hanh Ludt an toan thong tin mang.

Chuong I
NHUNG QUY PINH CHUNG

Picu 1. Pham vi diéu chinh

Luat nay quy dinh vé hoat dong an toan thong tin mang, quyén, trach nhi€ém
cla co quan, to chuce, cd nhan trong vi¢c bado ddm an toan thong tin mang; mat ma
dan sy; ti€u chuan, quy chuan k¥ thuat vé an toan thong tin mang; kinh doanh
trong linh vyc an toan thong tin mang; phat trién ngudén nhan lyc an toan thong tin
mang; quan 1y nha nudc vé an toan thong tin mang.

Piéu 2. Pdi twong ap dung

Luat nay ap dung dbi voi co quan, td chtrc, ca nhan Viét Nam, td chtc, c4 nhan
nudc ngoai truc ti€p tham gia hoac co6 lién quan dén hoat dong an toan thong tin
mang tai Vi¢t Nam.

Diéu 3. Giai thich tir ngir

Trong Ludt nay, cac tir ngit dudi diy duoc hiéu nhu sau:

1. An toan théng tin mang 1a su bao vé thong tin, hé théng thong tin trén mang
tranh bi truy nhap, st dung, tiét 1§, gian doan, stra do61 hoac pha hoai trai phép
nham bdo dam tinh nguyén ven, tinh bado mat va tinh kha dung cua thong tin.

2. Mang 1a méi truong trong d6 théng tin duge cung cip, truyén dua, thu thap,
xtr 1y, luu trit va trao doi thong qua mang vién thong va mang may tinh.

3. Hé thong théng tin 1 tap hop phan cing, phan mém va co so dit liéu dugc
thiét 1ap phuc vu muc dich tao 13p, cung cap, truyén dua, thu thap, xur ly, luu trir va
trao doi thong tin trén mang.

4. Hé thong théng tin quan trong quéc gia 1a hé thong thong tin ma khi bi pha
hoai s€ 1am ton hai dac bi¢t nghiém trong td1 quoc phong, an ninh quoc gia.

5. Chui quan hé thong théng tin 13 co quan, to chirc, cd nhan c¢6 tham quyén
quan 1y truc tiép doi voi h¢ thong thong tin.
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6. Xam pham an toan thong tin mang la hanh vi truy nhap, st dung, tiét 10, lam
gian doan, sura do1, pha hoai trai phép thong tin, h¢ thong thong tin.

7. Sw ¢é an toan théng tin mang 13 viéc thong tin, hé thong thong tin bi giy
nguy hai, &nh hudng téi tinh nguyén ven, tinh bao mat hoac tinh kha dung.

8. Ruii ro an toan théng tin mang 1a nhitng nhan t6 chu quan hodc khach quan
c6 kha nang anh hudng té1 trang thai an toan thong tin mang.

9. Danh gia rui ro an toan thong tin mang 1a viéc phat hién, phan tich, udc
lugng mirc d§ ton hai, moi de doa do1 véi thong tin, h¢ thong thong tin.

10. Quan Iy rii ro an toan théng tin mang 13 viée dua ra cac bién phap nhim
giam thiéu rui ro an toan thong tin mang.

11. Phan mém djc hai 1a phan mém c6 kha ning gy ra hoat dong khong binh
thuong cho mot phan hay toan bd h¢ thong thong tin hoac thuc hién sao chép, stra
doi, xoa bo trai phép thong tin luu trir trong hé thong thong tin.

12. Hé thong loc phan mém djc hai 13 tp hop phan ctng, phan mém dugc két
noi vao mang dé phat hién, ngan chén, loc va thong ké phan mém doc hai.

13. Pia chi dién tu 1a dia chi dugc st dung dé gtri, nhan thong tin trén mang
bao gom dia chi thu di¢n tir, s6 dién thoai, dia chi Internet va hinh thirc tuong ty khac.

14. Xung dét théng tin 13 viéc hai hodc nhiéu to chirc trong nudc va nudc ngoai
st dung bi¢n phap cong nghé, k¥ thudt thong tin gay ton hai dén thong tin, hé
thong thong tin trén mang.

15. Théng tin cd nhan 13 thong tin gan véi viéc xac dinh danh tinh cia mot
nguoi cu the.

16. Chui thé théng tin cd nhdn 1a ngudi dugc xac dinh tir thong tin ca nhan do.

17. Xur Iy thong tin cd nhan 1a viéc thuyc hién mot hodc mat s6 thao tac thu
thap, bién tap, st dung, luu trir, cung cap, chia s¢, phat tdn thong tin ca nhan trén
mang nham muc dich thuong mai.

18. Mdt ma dan suw 1a ky thuat mat ma va san phém mat ma dugc st dung dé
bdo mat hodc xac thuc do1 vdi thong tin khong thudc pham vi bi mat nha nude.

19. Sdan pham an toan théng tin mang 13 phan ctng, phan mém c6 chirc ning
bao v¢ thong tin, h¢ thong thong tin.

20. Dich vu an toan thong tin mang 1a dich vu bao vé thong tin, hé théng thong tin.

Piéu 4. Nguyén tic bio dam an toan thong tin mang

1. Co quan, td chirc, c4 nhan c6 trach nhiém béo dam an toan thong tin mang.
Hoat dong an toan thong tin mang cua co quan, to chuc, cd nhan phai dung quy
dinh cta phap luat, bdo ddm qudc phong, an ninh quoc gia, bi mat nha nudc, gilr
virng 6n dinh chinh tri, trat ty, an toan xa hoi va thiic day phat trién kinh t€ - xa hoi.
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2. T6 chire, ca nhan khong dugc xam pham an toan thong tin mang ctia t6 chirc, ca
nhan khac.

3. Viée xir 1y sur ¢ an toan thong tin mang phai bao dam quyén va loi ich hop
phap cua té chuc, ca nhan, khong xam pham dén do1 song riéng tu, bi mat ca nhan,
bi mat gia dinh cua ca nhan, thong tin riéng cua to chuec.

4. Hoat dong an toan thong tin mang phai dugc thuc hién thuong xuyén, lién
tuc, kip thot va hiéu qua.

Piéu 5. Chinh sach ciia Nha nwéc vé an toan thong tin mang

1. Day manh dao tao, phat trién ngudn nhan luc va xay dung co sé ha tang, k¥
thuat an toan thong tin mang dap ing y€u cau 6n dinh chinh tri, phat trién kinh té -
xa hoi, bao dam quoc phong, an ninh quoc gia, trat tu, an toan xa hoi.

2. Khuyén khich nghién ctru, phat trién, ap dung bién phap ky thuat, cong
nghé, hd tro xuat khau, mé rong thi truong cho san pham, dich vu an toan thong tin
mang do t6 chirc, cd nhan trong nudc san xuat, cung cap; tao di€u kién nhap khau
san pham, cong ngh¢ hién dai ma t6 chuc, cd nhan trong nudc chua c6 nang luc
san xuat, cung cap.

3. Bdo dam moi trudong canh tranh lanh manh trong hoat dong kinh doanh san
pham, dich vu an toan thong tin mang; khuyén khich, tao di€u ki¢n cho t6 chtrc, ca
nhan tham gia dau tu, nghién ctu, phat trién va cung cap san pham, dich vu an
toan thong tin mang.

4. Nha nuéc bd tri kinh phi dé bao dam an toan thong tin mang cla co quan
nha nudc va an toan thong tin mang cho h¢ thong thong tin quan trong quoc gia.

Piéu 6. Hop tac qudc té vé an toan thong tin mang

1. Hop tac qudc té vé an toan thong tin mang phai tuan thil cac nguyén tic sau day:

a) Ton trong doc lap, chi quyén va toan ven lanh tho quoc gia, khong can thiép
vao cong viéc ndi bd cua nhau, binh dang va cac bén cung co 1oi;

b) Phu hop véi quy dinh cta phap luat Viét Nam, diéu udc qudc té ma Cong
hoa xa hoi chu nghia Viét Nam la thanh vién.

2. Noi dung hop tac qudc té vé an toan thong tin mang gém:

a) Hop tac qudc té trong dao tao, nghién ctru va tng dung khoa hoc, k¥ thut,
cong ngh¢ vé an toan thong tin mang;

b) Hop tac qudc té trong phong, chdong hanh vi vi pham phép luat vé an toan
thong tin mang; di€u tra, xr Iy sy c6 an toan thong tin mang, ngan chan hoat dong
lo1 dung mang dé khung bo;

¢) Hoat dong hop tac qudc té khac vé an toan thong tin mang.
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Piéu 7. Cac hanh vi bj nghiém cAm

1. Ngin chin viéc truyén tai thong tin trén mang, can thiép, truy nhap, giy
nguy hai, x6a, thay doi, sao chép va lam sai I¢ch thong tin trén mang trai phap luat.

2. Gay anh hudng, can trd trai phap luat téi hoat dong binh thuong cua hé
thong thong tin hodc td1 kha nang truy nhap hé thong thong tin ctia nguoi st dung.

3. T4n cong, vo hiéu hoéa trai phap ludt lam mét tic dung cua bién phap bao vé
an toan thong tin mang cua hé thong thong tin; tan cong, chiém quyén di€u khién,
phé hoai h¢ thong thong tin.

4. Phat tan thu rac, phan mém doc hai, thiét 1ap hé thdng thong tin gia mao, Lira dao.

5. Thu thap, st dung, phat tan, kinh doanh trai phap luat thong tin c4 nhan cua
nguoi khac; 1o dung so hd, diém yéu cua hé thong thong tin dé€ thu thap, khai thac
thong tin c& nhan.

6. Xam nhap trai phap luat bi mat mat ma va thong tin da ma hoa hop phap cua
co quan, to churc, cd nhan; tiét 10 thong tin v€ san pham mat ma dan sy, thong tin
vé khéach hang sir dung hop phap san pham mat ma dan su; st dung, kinh doanh
cac san pham mat ma dan sy khong rd ngudn goc.

Piéu 8. Xir Iy vi pham phap luit vé an toan théng tin mang

Nguoi ndo ¢6 hanh vi vi pham quy dinh cua Ludt nay thi tuy theo tinh chat,
muc d§ vi pham ma bi xtr 1y ky luat, xti phat vi pham hanh chinh hoac bi truy
ctru trach nhiém hinh sy; néu gay thiét hai thi phai boi thuong theo quy dinh cua
phép luét.

Chuong I1
BAO PAM AN TOAN THONG TIN MANG

Muc 1
BAO VE THONG TIN MANG

Diéu 9. Phan loai thong tin

1. Co quan, t6 chirc s& hiru thong tin phén loai thong tin theo thudc tinh bi mat
deé c6 bién phap bao vé phu hop.

2. Thong tin thudéc pham vi bi mat nha nudc duge phan loai va bao vé theo quy
dinh cua phap luat vé bao v¢ bi mat nha nudc.

Co quan, t6 chirc sir dung thong tin da phéan loai va chua phan loai trong hoat
dong thudc linh vuc cua minh phai ¢6 trach nhiém xay dung quy dinh, thu tuc dé
xur 1y thong tin; xac dinh nd1 dung va phuong phap ghi truy nhap dugc phép vao
thong tin da dugc phan loai.
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Piéu 10. Quén ly giri thong tin

1. Viéc gui thong tin trén mang phai bao dam céc yéu cau sau day:

a) Khong gia mao ngudn gdc giri thong tin;

b) Tuan thu quy dinh cia Luat nay va quy dinh khac cta phap luat c¢6 lién quan.

2. T6 chirc, ca nhan khong dugc gt thong tin mang tinh thuong mai vao dia
chi dién tir cia nguoi tiep nhan khi chua dugc nguoi ti€ép nhén dong y hodc khi
nguoi tiép nhan da tir choi, tror trudong hop nguoi ti€ép nhan c¢6 nghia vu phai tiep
nhan thong tin theo quy dinh cta phap luét.

3. Doanh nghiép vién théng, doanh nghiép cung cép dich vu tng dung vién
thong va doanh nghi¢p cung cap dich vu cong nghé thong tin giri thong tin cé trach
nhiém sau day:

a) Tuan thi quy dinh ctia phap luat vé luu trit thong tin, bao vé thong tin ca
nhan, thong tin ri€éng cua t6 chiic, ca nhan;

b) Ap dung bién phap ngan chan, xir Iy khi nhan dugc thong bao cua to chic,
ca nhan vé viéc gui thong tin vi pham quy dinh cua phap luat;

¢) C6 phuong thirc dé ngudi tiép nhan thong tin ¢6 kha nang tir chi viée tiép
nhan thong tin;

d) Cung cap diéu kién k¥ thuat va nghiép vu can thiét dé co quan nha nudc co
tham quyén thuc hién nhiém vu quan 1y, bdo ddm an toan thong tin mang khi co
yéu cau.

Pi¢u 11. Phong ngira, phat hién, ngin chin va xir Iy phan mém ddc hai

1. Co quan, t6 chirc, c4 nhan c6 trach nhiém thuc hién phong ngira, ngin chin
phan mém ddc hai theo huéng dan, yéu cau clia co quan nha nudc ¢ tham quyén.

2. Cha quan hé thong thong tin quan trong qudc gia trién khai hé théng k¥
thuat nghi¢p vu nham phong ngtra, phat hién, ngan chin va xur 1y kip thoi phan
mém doc hai.

3. Doanh nghiép cung cip dich vu thu dién tir, truyén dua, luu trit thong tin
phai c¢6 hé thong loc phan mém doc hai trong qua trinh guri, nhan, luu trir thong tin
trén hé thong cua minh va bao cdo co quan nha nudc cd tham quyén theo quy dinh
cua phap luat.

4. Doanh nghiép cung cip dich vu Internet c6 bién phap quan 1y, phong ngira,
phat hién, ngan chan phat tdn phan mém doc hai va xtr 1y theo y€u cau cua co quan
nha nudc cé tham quyén.

5. Bo Thong tin va Truyén thong chi tri, phdi hop véi B Qubc phong, Bo Cong
an va Bg, nganh c6 li€n quan t6 chirc phong ngtra, phat hién, ngan chan va xu 1y
phan mém doc hai gy anh hudng dén quoc phong, an ninh qudc gia.



