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THONG TU

'l CON( /T {Z{i & Quy dinh sir dung chir ky s6
al 1 ?vée wis //Z*a”/ﬂ [H cho vin ban dién tir trong co quan nha nwéc
| Ngdy »20.thang A& nam:

Can cir Lugt Giao dich dién tir ngay 29 thdng 11 ndm 2005,

Can cir Ludt Cong nghé thong tin ngay 29 thdang 06 nim 2006;

Can cir Nghi dinh s6 26/2007/ND-CP ngay 15 thang 02 nam 2007 cua
Chinh phii quy dinh chi tiét thi hanh Ludt Giao dich dién tir vé chit ky sé va dich
vu chimg thuc chit ky sé; Nghi dinh sé 106/2011/ND-CP ngay 23 thdang 11 nam
2011 sira déi, b6 sung mét sé diéu cua Nghi dinh s6 26/2007/NP-CP cia Chink
phii ngay 15 thdng 02 nam 2007; Nghi dinh sé 170/2013/ND-CP ngay 13 thang
11 ndm 2013 sita doi, b6 sung mét s6 diéu cia Nghi dinh s6 26/2007/ND-CP
ngay 15 thang 02 nam 2007 va Nghi dinh sé 106/2011/ND-CP ngay 23 thang 11
nam 2011 cua Chinh phi;

Can cir Nghi dinh s6 64/2007/ND-CP ngay 10 thding 4 nam 2007 cua
Chinh phii vé irng dung cong nghé thong tin trong hoat dong cia co quan
nha nude,

Can cit Nghi dinh s6 01/2013/ND-CP ngay 03 thang 01 nam 2013 cua
Chinh phii quy dinh chi tiét thi hanh mét sé diéu cia Ludt Luu triv,

Can cir Nghi dinh s6 17/2017/ND-CP ngay 17 thang 02 nam 2017 cua
Chinh phit quy dinh chitc ndng, nhiém vu, quyén han va co céu t6 chire cia B
Théng tin va Truyén théng;

Bo z‘ru’O’ng B Théng tin va Truyén théng ban hanh T, héng tw quy dinh sir
dung chit ky s cho vin ban dién tir trong co quan nha nudc.

Chuwong I
QUY DPINH CHUNG

Piéu 1. Pham vi didu chinh

L. Thong tu ndy quy dinh vé ky s, kiém tra chit ky sb trén van ban dién
tu; yeu cau k¥ thuat va chic ning ctia phdn mém ky s0, phan mém kiém tra chir
ky s6 cho vin ban dién tir trong co quan nha nuée.
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2. Thong tu nay khéng quy dinh viéc st dung chit ky s6 cho van ban dién
tir chira thong tin thugc danh muc bi mat nha nudc.

Diéu 2. Péi twong ap dung

1. Théng tu ndy dugc 4p dung ddi véi cée co quan, t6 chirc (bao gdm: céc
B9, co quan ngang B9, co quan thudc Chinh phii, Uy ban nhan dén céc cap, cac
don vi sy nghiép sir dung ngn sich nha nuéc) va td chire, c4 nhan lién quan su
dung chit ky s6 cho vén ban dién ti ctia co quan nha nudc.

2. Khuyén khich céc co quan, td chtrc khéc ap dung.

Diéu 3. Giai thich tir ngit

Trong Thong tu nay, cac tir ngit dudi ddy duge hiéu nhu sau:

1. "Chimg thu sé co quan, td chirc" 13 chimg thu s6 do td chirc cung cap
dich vu chimg thuc chit ky s6 cip cho nguoi dimg déu co quan, t6 chirc theo quy
dinh cua phép luit.

2. "Chimg thu sb c4 nhan" 1a chimg thu s6 do té chuc cung cép dich vu
chimg thuc chit ky s6 cép cho cac chic danh nha nude, ngudi cé tham quyén

clia co quan, to chirc theo quy dinh ctia phép luat vé quan 1y va st dung con d4u.
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3. "Khoa bi mat con dau" 1a khéa bi mat twong Uing v&i ching thu so
CO quan, to chue.

4. "Khoa bi mét cd nhan" 13 khéa bi mat tuong tng véi ching thu so
ca nhan.

5. "Chit ky s0 co quan, t6 chitc" 14 chit ky sb duoc tao ra khi str dung khoa
bi mat con dau.

6. "Chir ky s6 ca nhan" 1a chit ky s6 dugc tao ra khi sir dung khoda bi mat
ca nhan.

7. "Phan mém ky s6" 1a chwong trinh phidn mém c6 chic ning ky sb vao
van ban dién ttr.

8. "Phin mém kiém tra chit ky sb" la chuong trinh phan mém cé chirc
nang kiém tra tinh hop 1€ cua chit ky s trén vin ban dién tur.



9. "Tinh x4c thuc cua vin ban dién tir ky s6" 1a van ban dién tir thong qua
chit ky sb duoc ky s6 gin vé6i vin ban dién tir xdc dinh duoc nguoi ky sé hoic
co quan, t chirc ky sb vao vin ban dién tur.

10. "Tinh toan ven cta vin ban dién tir ky s8" 1a vin ban dién tir sau khi
duoc ky sé noi dung khéng bi thay dbi trong su6t qua trinh trao déi, xtr ly va luu
tri.

11. "Hé thdng kiém tra trang théi chimg thu s6 truc tuyén" (OCSP) 1a hé
thdng cung cép dich vu cho phép xé4c dinh trang théi hién thoi clia chtng thu s6.

12. "Thiét bi luu khoa bi mat" 1a thiét bi vat 1y chira khoa bi mat va ching
thur s ctia thué bao.

Piéu 4. Nguyén tic sir dung chir ky s6 cho vin ban dién tir

1. Chir ky s6 phai gan kém vin ban dién tir sau khi ky sb.

2. Van bén dién tir duoc ky sé phai dam bao tinh xac thuce, tinh toan ven
xuyén sudt qua trinh trao déi, xit ly va luu trit van ban dién tir duge ky sb.

Diéu 5. Quan Iy khéa bi mat ca nhan va khéa bi mét con diu

1. Ngudi c6 tham quyén ky sé 6 trach nhiém bdo quan an toan khoa bi
mat ¢4 nhan.

2. Nguoi dimg dau co quan, t6 chtc ¢6 trach nhiém giao cho nhan vién
van thu quan 1y, st dung khéa bi mat con dau theo quy dinh.

3. Thiét bi luu khéa bi mat con dau phai duoc cat gift an toan tai tru s&

co quan, to churec.

Chuwong IT
QUY PINH VE KY SO, KIEM TRA CHU KY SO
TREN VAN BAN PIEN TU TRONG CO QUAN NHA NUGC

Diéu 6. Ky so trén vin ban dién tir

1. Viéc ky s6 duoc thyuc hién théng qua phan mém ky sé; viéc ky sb vao
van ban dién tir thanh cong hogic khong thanh cong phai duoc thong bao thong

qua phan meém.

2. Ky s0 trén van ban dién tr




a) Trudng hop quy dinh ngudi c6 thdm quyén ky s6 trén vin ban dién tu,
théng qua phan mém ky s6, ngudi ¢ thAm quyén st dung khoéa bi mit c4 nhan
dé thyuc hién viéc ky s8 vao vin ban dién tir:

b) Trudng hop quy dinh co quan, td chic ky s6 trén vin ban dién tu,
thoéng qua phdn mém ky sd, van thu duogc giao str dung khoa bi mat con diu cua
co quan, td chtrc dé thuc hién viéc ky s6 vao vin ban dién tur;

3. Hién thj thong tin vé chit ky s6 ctia ngudi c6 thim quyén va chit ky so
cla co quan, to chirc trén vin ban dién tir thyc hién theo quy dinh cua B Noi
VUL

4. Thong tin vé ngudi c6 thim quyén ky sd, co quan, td chuc ky s6 phai
dugc quan ly trong co s& dit liéu di kem phan mém ky s6. Noi dung thong tin
quan ly quy dinh tai khoan 4, Diéu 1, Nghj dinh s 106/2011/ND-CP ngay 23
thang 11 nam 2011 cua Chinh phu.

Piéu 7. Kiém tra chit ky s trén viin ban dién tir

1. Kiém tra chit ky s trén vin ban dién tr thyc hién nhu sau:

a) Giai ma chit ky sb bang khéa cong khai twong tmng;

b) Kiém tra, xéc thyc théng tin clia ngudi ky s trén cht’rng thu sd gén
kém van ban dién ttr; viéc kiém tra, xc thyc théng tin nguoi ky sb duoc thuc
hién theo Diéu 8 Thong tu nay;

¢) Kiém tra tinh toan ven cua van ban dién tir ky sd.

2. Chit ky s6 trén vin ban dién tr 1a hop 1€ khi viéc kiém tra, x4c thuc
thong tin vé ching thu sd cta ngudi ky s6 tai thoi diém ky con hiéu luc, chit ky
s6 dugce tao ra ding boi khoa bi mat tuong Ung véi khoa cong khai trén chung
thur s6 va vin ban dién tir dam bao tinh toan ven.

3. Théng tin vé nguoi ky s6; co quan, t6 chirc ky s6 trén vin ban dién tr
phai dugc quan ly trong co s& dir lidu di keém phan mém kiém tra chix ky s6. Noi
dung théng tin quan ly quy dinh tai khoan 4, Piéu 1, Nghi dinh sb
106/2011/ND-CP ngay 23 thang 11 nam 2011 ctia Chinh phu.




biéu 8. Kiém tra hiéu lyc ciia chirng thw sb

1. Thuc hién kiém tra hiéu lyc cua chung thu sb tai thoi diém ky sb thuc
hién theo céc budc sau:

a) Kiém tra hiéu lyc chimg thu sb qua danh séch ching thu s6 bi thu hdi
(CRL) duge cong b tai thi diém ky s hodc kiém tra hidu luc chimg thu sb
bang phuong phap kiém tra trang théi chimg thu s6 truc tuyén (OCSP) & ché 6
true tuyén;

b) Viéc kiém tra chimg thu sb cua ngudi ky s6 trén vin ban dién tir phai
kiém tra dén tan t6 chirc cung cap dich vu chimg thye chit ky s6 gbc (Root CA).

2. Chimg thu s6 ¢6 hiéu luc khi dap tmg tat ca céc tiéu chi sau:

a) C6 hiéu lyc tai thoi diém ky;

b) Phu hop pham vi sir dung ctia chimg thu s6 va trach nhiém phép ly cta
nguoi ky;

¢) Trang thai ctia ching thu sé con hoat dong tai thoi diém ky sé.

3. Chiing thu s khéng ¢4 hiéu luc khi khong dép ing mot trong céc tiéu
chi tai khoan 2 Piéu nay.

Diéu 9. Théng tin lwu trir kém theo viin ban dién tir ky s

1. Thong tin luu trit kém theo van ban dién tir ky sb, bao gbm:

a) Doi v6i van ban gui di:

- Chimg thur s6 ctia ngudi ky sb tai thoi diém ky;

- Danh séch chimg thu s6 thu hdi tai thoi diém ky ctia té chirc cung cap
dich vu chiimg thuc chit ky s6;

- Quy ché chimng thyc ctia td chirc cung cip dich vu chung thuc chit ky sb
vao thoi diém ky;

- Théng tin vé trach nhiém ctia nguoi ky;

- Chimg thyc dau thoi gian hop 18 vao thi didm ky.

b) P4i véi van ban dén:

- Cac chumg thu s6 twong tng véi céc chit ky s0 trén van ban dién tir dén;




