
BO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA viyr NAM 
D(ic lap - Ty. do - Hanh phtic 

7/TT-BTTTT 	Ha Nai, ngay 45 thang /11 nam 2017 

THONG TU  

nh hoat dOng giim sat an town he  thong thong tin 

IA  

80 THONG TIN VA 
-RUNG TAM THONG TIN 

CONG VAN DEN 
S6: ... A.Y.Q S..... 

Ngay.L2,thang 42, na 7-Qu 

Can at Luat An toan thong tin mang ngay 19 thong 11 nam 2015; 

Can ca. Nghi clinh so 72/2013/ND-CP ngay 15 thong 7 nam 2013 clia 
Chinh phO ve (pan ly, cung cap, sfe dung dich vu Internet va thong tin tren 
arcing; 

Can cO. Nghi clinh so 25/2014/ND-CP ngay 07 (hang 4 nam 2014 cila 
Chinh phO quy clinh ye phong, chang tai pham va vi pham phap luat khac co szi 
dung cong nghe cao; 

Can ca. Nghi dinh so 85/2016/ND-CP ngay 01 thong 07 nam 2016 czia 
Chinh phO ve bolo dam an toan thong tin theo cap da; 

Can ca. Nghi dinh so 17/2017/ND-CP ngay 17 tiding 02 nam 2017 ciia 
Chinh phi quy clinh chat ming, nhiem vu, quyen han va co' cau to chic cOa BO 
Thong tin va Truyen thong; 

Can ca Quylt dinh 05/2017/QD-TTg ngay 16 thong 3 nam 2017 ciia ThO 
twang Chinh pith ban hanh quy clinh ve he thong phuang an Ong caw khan cap 
bao dam an toan thong tin liking quoc gia; 

sThuc hien Nghi quyet 36a/NQ-CP ngay 14 thong 10 nam 2015 cOa Chinh 
phu ve Chinh phO dien ter; 

Theo cte nghi ctha Giam dac Trung tam &rig caw khan cap may tinh Viet 
Nam, 

Bo trtWmg BO Thong tin va Truyen thong ban hanh Thong tr., quy dinh 
hoat clang gicim sat an toan he thong thong tin. 

Chuang I 

QUY DINH CHUNG 

Dieu 1. Pharr vi dieu chinh 

Thong to nay quy dinh N/'' hog dOng giarn sat an toan h" th6ng,thong tin 
(sau day goi tat la giam sat) tren toan quoc, khong bao 	cac 	thong thong 
tin do B6 Qu6c phong va Bo C6ng an quan 1j7. 
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Dieu 2. DOi tuvng ap dung 

Thong to nay ap dung doi vai co. quan, to chic, doanh nghiep, ca nhan 
true tie]) tham gia hoac c6 lien quan den hog dOng giam sat ten toan quoc. 

Chircrng H 

GIAM SAT AN TOAN HE THONG THONG TIN 

Dieu 3. Nguyen de giam sat 

1. Dam bao &roc thuc hien thuemg xuyen, lien tuc. 

2. Chir Ong theo doi, phan tich, phong ngira c16' kip thai phat hien, ngan 
chan rui ro, su co an toan thong tin mang. 

3. Dam bao hog dOng on dinh, bi mat cho thong tin duqc cung cap, trao 
doi trong qua trinh giam sat. 

4. Co su diL ph6i, kEt hop chat che, hiti qua giira hog &Ong giam sat dm 
13'45 Thong tin va Truy&I thong va hoat dOng giam sat cua chu quan he thOng 
thong tin; tirng buOc xay dkmg kha nang lien thong gift he thong giam sat dm 
BO Thong tin va Tru)4n thong va h" thong giam sat dm chu quan he thong 
thong tin teen pham vi toan quoc. 

Dieu 4. Phirang thirc giam sat 

1. Giam sat ducfc thgc ,h*1 qua phuang thirc giam sat true 	hoac 
phucmg thirc giam sat gian tiep. Chu quan he th6ng thong‘ thetin c6 	true tiep 
trien khai hoac thue dich vu giam sat.,Trong truCmg hop can thiet, can dr vao 
nang lgc, tinh hinh va nguon lgc thgc to chi" quan h" thong thong tin de nghi cac 
dcm vi chIrc nang lien quan dm BO Thong tin va Truyen thong ho tro giam sat 
phii hop voi nguon ivy thirc te. 

2. Giam sat true tiep la hog dOng giam sat duge tin hanh bang each dat 
cac thi& bi c6 chirc Wang phan tich lung du lieu (quan trac), thu nhan true tiep 
thong tin nhat ky, canh bao he theing &roc giam sat de Oat hien ra cac dau hien  
tan cong, rui ro, su co an toan thong tin mang. Giam sat true tiep bao gom cac 
hoat dOng sau: 

a) Phan tich, thu thap cac thong tin an toan thong tin mang: 

- Phan tich, quan tric an toan thong tin mang teen &rang tru)4n 
mang/luong thong tin taicac cong ket not Internet bang cac cong cu c6 kha nang 
phan tich du&ng truyen mang de phat hin tan cong, rui ro, su co an toan thong 
tin mang nhu thiet bi phat hiO/ngan ngira tan ding phil hop vai doi tucmg clugc 
giam sat (vi du: IDS/IPS/Web Firewall v.v...); 
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- Thu thAp nhAt ky (log file), canh bao an toan thong tin mang phan anh 
hoat dOng cac img dung, hg thOng thong tin, thi& bi an toan thOng tin. 

b) TOng hop, dOng bO, xac minh va xir 15/ cac thong tin an toan thong 
tinmang de phat hien ra cac tan cong, rui ro, ski co an toan thong tin mang hoac 
loci 1)6 cac thOng tin khong chinh xac. 

3. Giarn sat gian tiep la hoat dOng giam sat thvc hien cac ky thuAt thu thAp 
thong tin tir cac nguOn thong tin c6 lien quan; ki6'm tra, ra soat &Si along can 
giam sat,d6 phat 	tinh trang hoat dOng, kha nang dap dng va ket hop v6ri mot 

yuso 6 to khac c6 lien quan de phan tich nham phat hien ra cac tAn cong, rui ro, 
sir co an toan thong tin mang. Giam sat gian tiep bao gom cac hoat dOng sau: 

a) Thu thAp, phan tich, xac minh cac thong tin ve tAn cong, rui ro, sir co an 
toan thong tin mang lien quan den doi along giam sat tir cac nguon thong tin c6 
lien quan; 

b) Ki6'm tra, ra soat tir xa hoac trvc tiep cac dOi tuong &roc giam sat d6' 
danh gia tinh trang, phat hi@.1 tan ding, rui ro, sir co an toan thong tin mang c6 
kha nang bi khai thac, tAn cong, gay hai. 

Dieu 5. Yeu cau giam sat tryc tiep d i veri chu quill he tilting thong 
tin 

Chia quan he thOng thong tin c6 trach nhirrf chu dOng thvc hien giam sat 
theo quy dinh hi"0 hanh. DOi v6i he thOng thong tin cAp dO 3 tra len, hoat dOng 
giam sat dm chu quan he thOng thong tin can dap img cac yeu cau t6i thiL sau 
day: 

1. Thanh phAn giam sat trung tam ciia chif quan h" thOng thong tin can 
dap img cac yeu cau sau: 

a) Cung cAp dAy du cac tinh nang thu thAp va tong hop cac thong tin an 
toan thong tin mang; 

b) Phan tich cac thong tin thu thAp de" phat hi41 va canh bao tAn cong, rui  
ro, sv co an toan thong tin mang c6 kha nang‘anh hu&ng ten hoat &Ong thOng 
hoac kha nang cung cap cac dich vu 	h" thOng thong tin ducfc giam sat; 

c) Cung cAp giao dien thuAn tien cho viec theo doi, giam sat lien tuc cua  
can bO giam sat; 

d) Thirc hien thu thAp va phan tich cac thong tin dAu vao t8i thiL sau day: 
nhAt 14 may chu web (web server) vOi cac img dung web (vi du: cong thong tin 

dich vu cong trvc tuyen v.v...); canh bao/nhAt 1c5/ cua thiet bi quan trac co 
sa; canh bao/nhat ky dm thi& bi tuOrng lira &roc thiet lAp bao ve lung ket not 
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mang Internet lien quan den cac d6i arcing can giam sat; 

e) Nang luc xir 1)% thanh phAn giam sat trung tam dm chu quan he th6ng 
thong tin can phif hop vai kh6i luomg, dinh clang va c6 kha rang phan tich thong 
tin an toan thong tin mang thu thAp tir cac he th6ng dugc giam sat. 

2. Thu thAp thong tin an toan thong tin mang va quan trac co so can dap 
img cac yeu cAu sau: 

a) Thkrc hien thu thAp thong tin an toan thong tin mang tir nhAt ky va canh 
bao cua cac plan mem/thiet bi lien quan den d6i tuemg can giam sat de cung cap 
cho thanh phan giam sat trung tam cifa chu quaff he th6ng thong tin hoc theo 
yeu cau cua co quan chirc nang thu6c,B6 Thong tin va Truyen thong. Cac thong 
tin an toan thong tin mang toi thieu can thu thAp va cung cap bao g6m: nhAt ky  
may chu web (web server) dm cac img dung web (vi du: cong thong tin dien 
dich vu cong tivc tuy'en v.v...); canh bao/nhAt 14 cfla thiet bi quan trAc co so; 
canh bao/nhAt ky cua thiet bi tuerng Ida dugc thiet lAp bao ve lung ket not mang 
Internet lien quan den cac doi ttrang can giam sat; 

b) Cac thiet bi quan trAc co so dam bao cac chirc nang phat hien tan cong, 
rui ro, skr c6 an toan thong tin mang; can dugc thiet lAp de dam bao kha nang 
giam sat bao phu dugc tat ca cac duerng ket not mang Internet dm doi man can 
giam sat; 

c) Thiet bi quan trAc can dap img t6i thieu cac chirc nang phat hien, tao 
lAp luAt phat hien tan cong rieng dua tren cac thong tin nhu: dia chi IP nguan, 
dia chi IP dich, dia chi cong ngu6n, dia chi cong dich, cac clop du lieu dAc biet 
trong goi tin dugc truyen qua. D6i veri cac co quan, ,t6 chirc nha nuov tir trien 
khai thiet bi quan tic co so,tru tien sir dung cac thiet bi phat hien tan cong cid 
c6 (vi du: IDS, IPS, tuerng lira Web,v.v...) de ket hop lam thiet bi quan trAc co 
so; 

d) D6i vori cac he th6ng thong tin phuc vu Chinh phn dien to sir dung giao 
thirc co ma h6a (vi du: https), can c6 phuang an k5",  thuAt dam bao thiet bi quan 
tic an toan thong tin mang c6 dugc dAy du thong tin de co the Oat hien dugc 
cac tAn cong, rUi ro, sir c6 an toan thong tin mang; 

e) Thiet lip, ket not cac thiet bi quan trac ca so yen he thong giam sat &la 
B6 Thong tin va Truyen thong theo huang &In va yeu cAu dm co quan chirc 
nang. 

3. N6i dung thirc hien giam sat: 

a) Theo doi, truc giam sat lien tuc, lAp bao cao hang ngay, dam bao he 
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thong giam sat dm chit quan he th long th8ng tin hoat dOng va thu thdp thong tin 
on dinh, lien tuc; 

b) Xay dung va ban hanh cac quy the giam sat an toan thong tin mang, 
trong d6 quy dinh cu the ve thai han dinh ky th6ng ke ket qua xir ly, ldp bao cao, 

c) Theo dOi, van hanh cac thiet bi quan trac ca so dam bao on dinh, lien 
tuc, dieu chinh kip thed khi c6 cac thay 6i va thuc hien ddy 	cac huorng clan 
dm BO Thong tin va Truyen thong de dam bao hieu qua giam sat; 

d) Leap bao cao ket qua giam sat hang tudn 6 bao cao chti quan he th6ng 
thong tin, not dung bao cao tuan bao gom day du cac thong tin sau: thai gian 
giam sat; danh muc doi arcing bi tan cong can chu y (dia chi IP, m6 to dich vu 
cung cap, tiled diem bi tan cong); k-y thudt tan cong cid phat hien dugc va chimg 
cu lien quan; cac doi tugng thuc hien tan ding; cac thay doi trong he thong dugc 
giam sat va he th6ng giam sat; v.v...; 

d) Tien hanh phan loai nguy ca, rui ro, sty c6 an toan thong tin mang tuS,  
theo tinh hinh cu the, 

e) Dinh 14 th6ng ke ket qua xir 13"7 nguy ca, rui ro, su c6 an toan thong tin 
mang de phuc vu cong tac ltru tar', bao cao; 

g) Trong trugng hop chtl quan he th6ng thong tin de nghi don vi chirc 
nang &la BO Thong tin va Truyen thong thuc hien giam sat cu sa hoac he th6ng 
thuc trach nhiern giam sat dm BO Thong tin va Truyen thong, chu quan he  
th6ng thong tin c6 trach nhiem cung cap va cap nhdt thong tin ve he th6ng thong 
tin can giam sat va mO to phucmg an ky thudt trien khai he th6ng giam sat cua 
chit quan he th6ng thOng tin cho BO Thong tin va Truyen thong theo mAu phieu 
cung cap thong tin tai Phu luc 1, trong do c6 cac th6ng tin: 

- MO to d6i tugng dugc giam sat, bao g8m cac thong tin ca ban sau day: 
dia chi IP, ten mien, dich vu cung cap, ten va phien ban he dieu hanh, phan mem 
img dung web; 

- Vi tri dat he th6ng giant sat dm chi' guar' he th6ng thong tin, dung luting 
cac duong truyen ket not vao doi arcing giam sat dm chit quan he thling thong 
tin, cac thong tin du kien thu thdp va giao thirc thu thdp, vi du canh bao dm IDS, 

nheat ky tuong lira (log firewall), nhdt 14 may chti web (log web server), v.v... 

h) Nang luc ltru tit thong tin giam sat t loi thieu dat mire trung binh 30 
ngay hoat dOng trong dieu kien binh thuang; 

i) Cung cap thong tin giam sat theo dinh ky hoac dOt xudt c6 yeu cdu cua  
BO Thong tin va Truyen thOng theo quy dinh ctia phap ludt; 
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