
BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VItT NAM 
DO lap - Tly do - 1-14nh phtic 

SO: 20 /2017/TT-BTTTT 
Ha NOi, ngay 12 timing 9 nom 2017 

THONG Tir 

Quy dinh ve alien phoi, Ling cum sty CO 
an toil' thong tin mang tren tan quOc 

Can czi. Luat An toan thong tin mang ngay 19 thong 11 nom 2015; 

Can cir Nghi dinh so 85/2016/ND-CP ngay 01 thong 7 nom 2016 cna 
Chinh phis ve bao dam an toan he thong thong tin theo cap dO; 

Can ca. Nghi dinh so 17/2017/ND-03  ngay 17 thong 02 nom 2017 cna 
Chinh phu quy dinh chic nang, nhiem vy, quyen hgn va ca cau to chi-cc cita BO 
Thong tin va Truydn thong; 

Can mi. Quyit dinh so 05/2017/QD-TTg ngay 16 Mang 3 nom 2017 cna 
Thu twang Chinh phi quy dinh vd he thong phuang an irng cuu khan cap bao 
dam an toan thong tin mang quoc gia; 

Theo dd nghi ca Giam dac Trung tam Ong acu khan carp may tinh Viet Nam; 

Bo truang BO Thong tin va Truydn thong ban hanh Thong tu. quy dinh ve 
dieu phoi, trng aru sy' co an toan thong tin mang tren toan quoc. 

Chuceng I 
QUY DINH CHUNG 

Dieu 1. Pham vi va doi tuvng dp dung 
1. Thong to nay quy dinh e cac hoot dOng dieu phOi, *rig tutu sir co an 

toan thong tin mang tren toan quOc (khong bao 	hoar dOng dieu phoi irng 
cfru sir co an toan thong tin mang nghiem tr9ng quy dinh tai Quyet dinh so 
05/2017/QD-TTg ngay 16 thong 3 nom 2017 cila Thil Wong Chinh phu quy dinh 
ve he thOng phtrung an iing dru khan cap bao dam an toan thong tin mang qu'Oc 
gia (sau day g9i eat la QuOt dinh so 05/2017/QD-TTg)); 

Cac s-kx co dm he thOng thong tin do BO QuOc phong, BO Cong an quail 13'T 
khong thuOc pham vi dieu chinh cua Thong tlx nay. 

2. DOi tugng ap dung larcac co quan, chirc, nhan có lien quan t6i hoot 
dOng dieu phoi, irng ciru six co an than thong tin mang. 

Dieu 2. Giai thich tir ngfr 
1. Su' co an toan thong tin wing la viec thong tin, he thong thong tin bi tan 

cOng hoc gay nguy hai, anh htrang toi tinh nguyen ven, tinh bao mat hoac tinh 



kha dung (sau day g9i tat la sue co). 

2. Ong ciru su ca an toan thong tin mang la hog dOng nliam xir 1ST, khac 
phgc sly c'6 gay mat an toan thong tin mang gam: theo doi, thu thap, phan tich, 
phat hien, canh bao, dieu tra, xac minh sir co, ngan chan sly co, khoi plrvc du lieu 
va khoi phtic hog deng binh thuong dm he thong thong tin. 

3. Ddu mai Ting coca sy. ca la be phan hoac ca nhan dugc thanh vien mang 
hied irng ciru sly co an toan thong tin mang qu6c gia cur d,thay mat cho thanh 
vien lien lac va trao de)i thong tin \Teti Co quart 	phoi quoc gia veung ciru sty 

co hoSc cac thanh vien khac trong hog demg dieu phoi, irng ciru. sg co.  

Dieu 3. Phan cap to chirc thtrc hi?n frng clam sty co bao dam an toan 
thong tin mang tren tan quOc 

Phan cap to chirc thgc hien frng ciru sg co bao dam an toan thong tin mpg 
tren toan quoc la cac ca quan, to chirc, don vi thgc hien irng ciru sg co bao dam an 
toan thong tin mang quoc gia doge quy dinh tai Quyet dinh so 05/2017/QD-TTg. 
Cac co quan, to chic tham gia hog (icing dieu phoi, timg dru sir co ten toan qu6c 
gom: 

1. BO Thong tin va TruyLi thong - Ca quan thuong try .szs ung ciru khan 
cap bao dam an toan thong tin mang quoc gia (g9i tat la Cu quan thithng truce 
qu'oc gia) va Ban dieu phoi ung,cau khan cap bao dam an toan thong tin mang 
quoc gia (g9i tat la Ban dieu phOi 	ciru quoc gia); ,Trung tam ti'ng ciru khan 
cap may tinh Viet Nam VNCERT Ca quan dieu phOi quoc gia 	ciru six 

co (ggi tat la Ca quan dieu phOi quoc gia). 

2. Ban Chi dao frng cat khan cap sly c6 an toan thong tin mang cua cac Bo, ca 
quan ngang bo, ca quan thuec Chinh pho va Uy ban nhan dan cac tinh, thanh ph'(') 
taxi thu'ec Trung uang (g9i tat la Ban Chi dao ung cal su c'6 cap bo, tinh). 

3. Don vi chuyen. trach ve irng cfru sly co an toan thong tin mang (sau day 
g9i tat la Dan vi chuyen trach v'e frng ciru sly co); Doi irng ciru sly c'c') hoac be, 
phan *rig ciru su co tai Be), ca quan ngang b'(), ca quan thuicic Chinh pho va Uy 
ban nhan dan cac tinh, thanh pho true thuOc Trung ucmg (sau day ggi tat la 
Do:i/bi) phan ung ciru sly c6). 

4. Mang luoi irng ciru sly co an toan thong tin mang quO"sc gia (ggi tat la 
Mang luoi irng ciru sly co); va Ban Dieu hanh mang 

5. Chu quan he thong thong tin; don vi van hanh he th6ng thong tin; cac co. 
quan, to elide, don vi chuyen mon doge Ca quan thugng true, Cu quan dieu ph6i 
quoc gia hoSc Ban Chi dao irng coca sir co cap be, tinh chi dinh hoac tri'eu tap 
tham gia irng coca sir co. 

Dieu 4. Nguyen tic dieu phoi, ung ctru sir co 

1. Tuan thu cac quy dinh phap lust v'e dieu ph6i, ung ciru sly co"' an toan 
thong tin mang. 
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2. Chu dOng, kip then, nhanh chong, chinh xac, ding b '6 va hieu qua. 
3. Ph& hop chat che, chinh xac, d6ng bo va hieu qua gifra cac co quan, t6 

chirc, doanh nghiep trong ntrac va mac ngodi. 
4. fing ciru sit c6 tnrac het phai quoc thus hien, xir 13'T bang lgc lugng tai 

ch8 va trach nhiem chinh dm chit quan he th6ng thong tin. 
5. Than thit cac dieu kien, nguyen the uu ti'en ve duy tri hoat dOng dia he 

th6ng thong tin d'd dugc cap tham quyen phe duyet trong ke hoach img ph6 sit c6. 
6. Thong tin trao doi trong mang luai phai dugc kiem tra, xac thkrc d6i 

tuceng truac khi thgc hien cac btrac tac nghiep tiep theo. 
7. Ban dam bi mat thong tin bit dtrgc khi tham gia, thgc hien cac hoat 

dOng irng cau skr co theo yeu cau cua Co quan dieu ph& quoc gia hoac co quan, 
to chile, ca nhan gap str co. 

Chuang II 

MANG LIfOL UNG 	SI1 CO 
Ditu 5. M#ng ltr6i 	cam sty co  
1. Mang luai timg cim six c6 hoat d'gng tren toan quoc, gom thanh vien la 

cac don vi chuyen tacit ve img eau sit c6 va the co quan, to chirc, doanh nghiep 
lien quan dugc quy dinh chi tiet tai Dieu 7 Quyet dinh s6 05/2017/QD-TTg. 

2. Mang luai 'Trig eau sty c6 hoat d'Ong theo Quy che hog dOng ciia Mang 
luai va huang clan lien quan dm Co quan dieu phoi quoc gia (Trung tam U'ng 
ctiru khan cap may tinh Viet Nam). Ban dieu hanh mang luai do BO Thong tin va 
Truyen thong thanh lap theo quy dinh tai Dieu 7 Quyet dinh s6 05/2017/QD-TTg. 

3. Cac thanh vien mang hrai khai bao h'6 so theo Bieu mau s6 01 ban hanh 
kem theo Thong tlx nay, dinh ky cap -that hang nam, gai Cu quan dieu phi qu6c 
gia. Cac to chirc, doanh nghiep, ca :han tkr nguyen slang 147 tham gia mang Kr& 
phai ca don clang 14T tham gia theo Bi6u mau s6 02, giri Co quan dieu ph6i qu6c 
gia. 

Di&I[ 6. Trach nhiem, quyen lean cua cac thanh vien mang 
1. Thanh vien mang luai co cac trach nhiem va quyen han sau: 
a) Thgc hien cac trach nhiem va quyen han quy dinh tai Quye't dinh s6 

05/2017/QD-TTg; 

b) Cir Dau mot img ctim sit co cg du nang lgc, trinh dO chuyen mon va kYT 
nang nghiep vg de thus hien cac boat dOng ph& hop img cfru six c6; bao dam 
duy tri lien lac thong su6t, lien tuc 24/7; ding b6 rthong tin ve dia chi tiep nhan 
stn co tren Trang/C6ng thong tin din tit; cung cap, cap nhat thong tin ve Dau
moi frng cuu six co, nhan lgc ky thuat an Loan thong tin, l'rng cau sir c6 thuOc 
pham vi quart 13'T tai Co quan dieu ph& quoc gia; cap nhat thong tin ve Dau m6i 
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ung cfru su c6, trong vOng 24 gia khi co thay d6i; 
c) T6ng hop, xay dung bao cao dinh ky 06 thang (tru6c ngay 20 thang 6), 

01 nam (tnrot ngay 15 thang 12) theo Bieu mau so 05 gfri Ca quan dieu phoi 
quoc gia; bao cao (let xuat khi có yeu cau dm Ca quan dieu ph6i qu6c gia; 

d) Bao cao voi Ca quan dieu phoi quoc gia khi tie') nhan thong tin, phat 
hien cac su c6 doi vai he th6ng thong tin trong pham vi quan ly; 

d) Xay dung va trien khai ke hoach ung pho su c6, huong dan hoat dOng 
irng cfru su co, to elide va dieu hanh hoat dOng cua DOi ung cfru su co trong 
pham vi quail 13'i; 

e) CO quyen de nghi thanh vien mang loci huong dan, ho trg xir ly va ung 
cfru su co khi can thiet; dugc tham gia cac hOi thao, hOi nghi giao ban, tap huan, 
136i &rang, dao tao, huan luyen, dien tap va cac boat dOng khac trong mang 

g) CO quyen dugc chia se thong tin, kinh nghiem, canh bao ve six co va tinh 
hinh an toan thong tin mang trong va ngoai nu6c; 

h) Cac thanh vien mang ltr6i la ca quan, dan vi cirdc nang thuOc BO Cong 
an va BO Quoc phong khong phai thtrc hien Diem c va Diem d Khoan nay. 

2. Trach nhiem va quyen han dm Ca quan dieu ph6i qu6c gia: 
a) Thuc hien cac trach nhiem va quyen han quy dinh tai Quyet dinh s6 

05/2017/QD-TTg; 

b) COng khai ten Trang thong tin dien tCr cua minh s6 dien thoai, s6 fax, 
dia chi thu dien tir (email), duemg day nong va bao dam ngu6n luc de duy tri 
true &rang day ming lien tuc, kip then tiep nhan va xfr 13'r six co; tong hop thong 
tin lien lac (dia chi, s6 dien thoai, s6 fax, dia chi thu dien ) va thong tin ve dau 
m6i ung cfru su co, nhan luc ky thuat an toan thong tin, ung elm six co cua the 
thanh vien mang load va Doi ung cuu su co dm cac thanh vien mang ltrOi; 

c) Xay dung, trien khai va van hanh c6ng thong tin mang 'Itch, he th6ng ky 
thuat 116' trg cho hoat dOng lien lac, trao d6i thong tin trong mang loci va cac ie 
th6ng ky thuat phijc vu cac hoat dOng dieu phoi, ung cum, xir ly, khac phvc su 
co; 

d) Huang dan hoat,dOng thong bao va hoi dap ye' six c6 an toan thong tin 
mang tren toan qu6c;,dieu hanh mang ltrai; nghien dm, de xuat cac bien phap 
nham tang cuong nguon luc cho mang hied hoat dOng c6 hieu qua; 

d) Tap hop, tiep nhan, xfr ly, chuan bi thong tin, ,canh bao tad nguari có 
tham quyen va cac ca quan, t6 chirc, don vi 	quan ve cac nguy ca, su co an 
toan thOng tin mang va cac bien phap phong ngira, ngan chart, xfr 13'T; 

e) T6 chirc h6i thao, hOi nghi giao ban, ph6 Men, trao d6i thong tin, tap 
huan, boi duong, dao tao, huan luyen, digit tap ve an toan thong tin mang, ung 
ciru su co; to cluirc cac hoat d6ng chung cua mang 
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Dieu 7. Cac ho4t dOng chinh cua mang ltroi ti.ng cum sty co 
Ban dieu hanh mang ltrai to chirc trien khai cac nhiem vg tha mpg hroi 

ung cfru sg co, Om cac hoat dOng chinh sau: 
1. Nghien dm, thu thap, tip nhan, phan tich, xac minh, danh gia, canh bao 

ye six co, rui ro an toan thong tin mang va phAn mem dOc hai. 

2. Phi hop thgc hien irng dm, xir 13'T, ngan chan va khac phgc sg c6; kiam 
tra, d6c thitc viec xay dgng, trier' khai 1(6 hoach irng pho six c6 an toan thong tin 
mang va viec thgc hien cac trach nhiem, nghia vg cua thanh vien mang hroi; 

3. Xay diyng, nang cao nang lgc cho cac thanh vien mang ltrai va cac Doi 
irng dru sly co, g6m: 

a) Han luyen, din tap, dao tao, tap huAn nang cao trinh d6, ky nang va 
nghiep vg; to chirc cac chuyen cong tac trong va ngoai nix& de khao sat, hoc hoi 
kinh nghiem, trao d6i, hop tac; 

b) Giao ban dinh kST, to chirc hOi thao, hOi nghi, toa dam trao doi va chia se 
thong tin, kinh nghiem ve dieu ph6i, irng ciru sg co, bao dam an toan thong tin 
mang; 

c) Ho trq xay dgng va ap dung cac quy trinh quan l3rT, van hanh he th6ng 
th6ng tin theo cac tieu chuan quoc gia, quy chuan ky thug quoc gia va tieu 
chuan qu6c to ve an toan thong tin, irng cuu sg co; 

d) T6 chirc cac nghien cuu chuyen mon, xay dgng cac bao cao, tai 
huong dan, thong ke ye an toan thong tin mang va the van de lien quan de chia 
se, ph6 bin trong mang KPH 

4. Tham gia cac hog dOng thong tin, tuyen truyen nang cao nhan thire ve 
phong ngixa, irng elm six c6, bao dam an toan thong tin mang. 

5. T6 chirc, duy tri boat d'Ong tha Ban dieu hanh mang luoi; va trien khai 
cac hoat dOng khac lien quan den dieu ph6i, tang dm sty c6, bao dam an toan 
th6ng tin mang. 

Chuang III 

HOAT BONG DIEU PHOI, In% CfrU Si' CO 

Di&J. 8. Hog dOng dieu phi ung cum sty co 
1. Dieu ph6i irng tiro scr co la hoat dOng oh Ca quan dieu ph6i qu6c gia va 

co quan c6 tham quyen nham huy d6ng, dieu hanh, phoi hop thong nhat cac 
nguon lgc 	nhan lgc, vat lgc (trang thiet bi), tai lgc (tai chinh, ngan sach) de 
phOng ngira, theo doi, thu thap, phat hien, canh bao six co; tiep nhan, phan tich, 
xac minh, phan loai six c6; dieu hanh, ph6i hop, to chirc irng cuu sir c6, sari sang, 
irng pho, khac phgc sg co nham giam thieu cac rui ro, thiet hai do six co gay ra. 

2. Co quan dieu ph6i qu6c gia thgc hien chirc nang canh bao, dieu ph6i 
irng cuu sg co tren toan quoc; c6 quyen huy dOng, dieu phoi cac thanh vien 
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