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Directive (EU) 2016/680 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal

offences or the execution of criminal penalties, and on the free movement
of such data, and repealing Council Framework Decision 2008/977/JHA

DIRECTIVE (EU) 2016/680 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL

of 27 April 2016

on the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or

prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article
16(2) thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the Committee of the Regions(1),

Acting in accordance with the ordinary legislative procedure(2),

Whereas:

(1) The protection of natural persons in relation to the processing of personal data is a
fundamental right. Article 8(1) of the Charter of Fundamental Rights of the European
Union (‘the Charter’) and Article 16(1) of the Treaty on the Functioning of the European
Union (TFEU) provide that everyone has the right to the protection of personal data
concerning him or her.

(2) The principles of, and rules on the protection of natural persons with regard to the
processing of their personal data should, whatever their nationality or residence, respect
their fundamental rights and freedoms, in particular their right to the protection of
personal data. This Directive is intended to contribute to the accomplishment of an area
of freedom, security and justice.

(3) Rapid technological developments and globalisation have brought new challenges for
the protection of personal data. The scale of the collection and sharing of personal
data has increased significantly. Technology allows personal data to be processed on an
unprecedented scale in order to pursue activities such as the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties.
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(4) The free flow of personal data between competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution
of criminal penalties, including the safeguarding against and the prevention of threats to
public security within the Union and the transfer of such personal data to third countries
and international organisations, should be facilitated while ensuring a high level of
protection of personal data. Those developments require the building of a strong and
more coherent framework for the protection of personal data in the Union, backed by
strong enforcement.

(5) Directive 95/46/EC of the European Parliament and of the Council(3) applies to all
processing of personal data in Member States in both the public and the private sectors.
However, it does not apply to the processing of personal data in the course of an activity
which falls outside the scope of Community law, such as activities in the areas of judicial
cooperation in criminal matters and police cooperation.

(6) Council Framework Decision 2008/977/JHA(4) applies in the areas of judicial
cooperation in criminal matters and police cooperation. The scope of application of that
Framework Decision is limited to the processing of personal data transmitted or made
available between Member States.

(7) Ensuring a consistent and high level of protection of the personal data of natural
persons and facilitating the exchange of personal data between competent authorities of
Members States is crucial in order to ensure effective judicial cooperation in criminal
matters and police cooperation. To that end, the level of protection of the rights and
freedoms of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security, should be equivalent in all
Member States. Effective protection of personal data throughout the Union requires the
strengthening of the rights of data subjects and of the obligations of those who process
personal data, as well as equivalent powers for monitoring and ensuring compliance
with the rules for the protection of personal data in the Member States.

(8) Article 16(2) TFEU mandates the European Parliament and the Council to lay down
the rules relating to the protection of natural person s with regard to the processing of
personal data and the rules relating to the free movement of personal data.

(9) On that basis, Regulation (EU) 2016/679 of the European Parliament and of the
Council(5) lays down general rules to protect natural persons in relation to the processing
of personal data and to ensure the free movement of personal data within the Union.

(10) In Declaration No 21 on the protection of personal data in the fields of judicial
cooperation in criminal matters and police cooperation, annexed to the final act of
the intergovernmental conference which adopted the Treaty of Lisbon, the conference
acknowledged that specific rules on the protection of personal data and the free
movement of personal data in the fields of judicial cooperation in criminal matters
and police cooperation based on Article 16 TFEU may prove necessary because of the
specific nature of those fields.
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(11) It is therefore appropriate for those fields to be addressed by a directive that lays
down the specific rules relating to the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention of threats to public
security, respecting the specific nature of those activities. Such competent authorities
may include not only public authorities such as the judicial authorities, the police
or other law-enforcement authorities but also any other body or entity entrusted by
Member State law to exercise public authority and public powers for the purposes of this
Directive. Where such a body or entity processes personal data for purposes other than
for the purposes of this Directive, Regulation (EU) 2016/679 applies. Regulation (EU)
2016/679 therefore applies in cases where a body or entity collects personal data for
other purposes and further processes those personal data in order to comply with a legal
obligation to which it is subject. For example, for the purposes of investigation detection
or prosecution of criminal offences financial institutions retain certain personal data
which are processed by them, and provide those personal data only to the competent
national authorities in specific cases and in accordance with Member State law. A body
or entity which processes personal data on behalf of such authorities within the scope
of this Directive should be bound by a contract or other legal act and by the provisions
applicable to processors pursuant to this Directive, while the application of Regulation
(EU) 2016/679 remains unaffected for the processing of personal data by the processor
outside the scope of this Directive.

(12) The activities carried out by the police or other law-enforcement authorities are focused
mainly on the prevention, investigation, detection or prosecution of criminal offences,
including police activities without prior knowledge if an incident is a criminal offence
or not. Such activities can also include the exercise of authority by taking coercive
measures such as police activities at demonstrations, major sporting events and riots.
They also include maintaining law and order as a task conferred on the police or other
law-enforcement authorities where necessary to safeguard against and prevent threats
to public security and to fundamental interests of the society protected by law which
may lead to a criminal offence. Member States may entrust competent authorities with
other tasks which are not necessarily carried out for the purposes of the prevention,
investigation, detection or prosecution of criminal offences, including the safeguarding
against and the prevention of threats to public security, so that the processing of personal
data for those other purposes, in so far as it is within the scope of Union law, falls within
the scope of Regulation (EU) 2016/679.

(13) A criminal offence within the meaning of this Directive should be an autonomous
concept of Union law as interpreted by the Court of Justice of the European Union (the
‘Court of Justice’).

(14) Since this Directive should not apply to the processing of personal data in the course
of an activity which falls outside the scope of Union law, activities concerning national
security, activities of agencies or units dealing with national security issues and the
processing of personal data by the Member States when carrying out activities which
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fall within the scope of Chapter 2 of Title V of the Treaty on European Union (TEU)
should not be considered to be activities falling within the scope of this Directive.

(15) In order to ensure the same level of protection for natural persons through legally
enforceable rights throughout the Union and to prevent divergences hampering the
exchange of personal data between competent authorities, this Directive should provide
for harmonised rules for the protection and the free movement of personal data
processed for the purposes of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security. The approximation of Member
States' laws should not result in any lessening of the personal data protection they afford
but should, on the contrary, seek to ensure a high level of protection within the Union.
Member States should not be precluded from providing higher safeguards than those
established in this Directive for the protection of the rights and freedoms of the data
subject with regard to the processing of personal data by competent authorities.

(16) This Directive is without prejudice to the principle of public access to official
documents. Under Regulation (EU) 2016/679 personal data in official documents held
by a public authority or a public or private body for the performance of a task carried
out in the public interest may be disclosed by that authority or body in accordance with
Union or Member State law to which the public authority or body is subject in order to
reconcile public access to official documents with the right to the protection of personal
data.

(17) The protection afforded by this Directive should apply to natural persons, whatever their
nationality or place of residence, in relation to the processing of their personal data.

(18) In order to prevent creating a serious risk of circumvention, the protection of natural
persons should be technologically neutral and should not depend on the techniques used.
The protection of natural persons should apply to the processing of personal data by
automated means, as well as to manual processing, if the personal data are contained or
are intended to be contained in a filing system. Files or sets of files, as well as their cover
pages, which are not structured according to specific criteria should not fall within the
scope of this Directive.

(19) Regulation (EC) No 45/2001 of the European Parliament and of the Council(6) applies to
the processing of personal data by the Union institutions, bodies, offices and agencies.
Regulation (EC) No 45/2001 and other Union legal acts applicable to such processing
of personal data should be adapted to the principles and rules established in Regulation
(EU) 2016/679.

(20) This Directive does not preclude Member States from specifying processing operations
and processing procedures in national rules on criminal procedures in relation to the
processing of personal data by courts and other judicial authorities, in particular as
regards personal data contained in a judicial decision or in records in relation to criminal
proceedings.

(21) The principles of data protection should apply to any information concerning an
identified or identifiable natural person. To determine whether a natural person is
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identifiable, account should be taken of all the means reasonably likely to be used, such
as singling out, either by the controller or by another person to identify the natural
person directly or indirectly. To ascertain whether means are reasonably likely to be used
to identify the natural person, account should be taken of all objective factors, such as
the costs of and the amount of time required for identification, taking into consideration
the available technology at the time of the processing and technological developments.
The principles of data protection should therefore not apply to anonymous information,
namely information which does not relate to an identified or identifiable natural person
or to personal data rendered anonymous in such a manner that the data subject is no
longer identifiable.

(22) Public authorities to which personal data are disclosed in accordance with a legal
obligation for the exercise of their official mission, such as tax and customs authorities,
financial investigation units, independent administrative authorities, or financial market
authorities responsible for the regulation and supervision of securities markets should
not be regarded as recipients if they receive personal data which are necessary to carry
out a particular inquiry in the general interest, in accordance with Union or Member
State law. The requests for disclosure sent by the public authorities should always be in
writing, reasoned and occasional and should not concern the entirety of a filing system
or lead to the interconnection of filing systems. The processing of personal data by those
public authorities should comply with the applicable data protection rules according to
the purposes of the processing.

(23) Genetic data should be defined as personal data relating to the inherited or acquired
genetic characteristics of a natural person which give unique information about the
physiology or health of that natural person and which result from the analysis of
a biological sample from the natural person in question, in particular chromosomal,
deoxyribonucleic acid (DNA) or ribonucleic acid (RNA) analysis, or from the analysis
of another element enabling equivalent information to be obtained. Considering the
complexity and sensitivity of genetic information, there is a great risk of misuse and re-
use for various purposes by the controller. Any discrimination based on genetic features
should in principle be prohibited.

(24) Personal data concerning health should include all data pertaining to the health status of
a data subject which reveal information relating to the past, current or future physical
or mental health status of the data subject. This includes information about the natural
person collected in the course of the registration for, or the provision of, health care
services as referred to in Directive 2011/24/EU of the European Parliament and of
the Council(7) to that natural person; a number, symbol or particular assigned to a
natural person to uniquely identify the natural person for health purposes; information
derived from the testing or examination of a body part or bodily substance, including
from genetic data and biological samples; and any information on, for example, a
disease, disability, disease risk, medical history, clinical treatment or the physiological
or biomedical state of the data subject independent of its source, for example from
a physician or other health professional, a hospital, a medical device or an in vitro
diagnostic test.


