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NOTE

Within the UNCTAD Division on Technology and Logistics, the ICT Analysis Section carries out policy-oriented
analytical work on the development implications of information and communication technologies (ICTs). It is
responsible for the preparation of the Information Economy Report as well as thematic studies on ICT for Devel-
opment. The ICT Analysis Section promotes international dialogue on issues related to ICTs for development, and
contributes to building developing countries’ capacities to measure the information economy and to design and
implement relevant policies and legal frameworks.

The following symbols have been used in the tables:

Two dots (..) indicate that data are not available or are not separately reported. Rows in tables have been
omitted in those cases where no data are available for any of the elements in the row;

A dash (-) indicates that the item is equal to zero or its value is negligible;
A blank in a table indicates that the item is not applicable, unless otherwise indicated;
A slash (/) between dates representing years, for example, 1994/95, indicates a financial year;

Use of an en dash (-) between dates representing years, for example, 1994-1995, signifies the full
period involved, including the beginning and end years;

Reference to “dollars” ($) means United States dollars, unless otherwise indicated;
Annual rates of growth or change, unless otherwise stated, refer to annual compound rates;
Details and percentages in tables do not necessarily add up to the totals because of rounding.

The material contained in this study may be freely quoted with appropriate acknowledgement.
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PREFACE ii

PREFAGE

Leveraging information and communication technologies (ICTs) is recognized as a key priority for the Association
of Southeast Asian Nations (ASEAN) regional integration, as reflected in the ICT Masterplan 2015. In this context,
an area of high relevance is to ensure that governments, businesses and consumers are able to harness the op-
portunities for electronic commerce. Seizing its potential requires not only access to affordable ICT infrastructure
and services but also the development of trust among users — such as governments, businesses and consumers.

The enactment and enforcement of relevant legislation in a way that promotes regional integration are critical
steps in this context. The ASEAN has been pioneering among developing countries the harmonization of such
legislation. However, while the legislative process takes time, the ICT landscape continues to evolve at a high
pace. This makes it important to continuously take stock of progress made and to identify possible needs for
further work and revision.

This Review is a joint initiative by the ASEAN secretariat (ASEC) and UNCTAD. It provides an up-to-date assess-
ment of the current state of e-commerce legislation, maps prevailing gaps, identifies emerging challenges and
makes specific recommendations towards furthering harmonization in different areas.

The Review is the result of constructive collaboration between the ASEC and the UNCTAD secretariat as well
as active participation by all ASEAN member States. In preparation of the Review, two online surveys were con-
ducted on legal frameworks for e-commerce targeting ASEAN member States’ Government representatives and
e-commerce businesses, respectively. Two regional workshops were also organized back-to-back with ASEAN
Telecommunications and IT Senior Officials Meetings (TELSOM), to which the outcomes of the workshops were
presented.

The recommendations made in the Review are intended to serve as a basis for ASEAN to consider the next steps
in its efforts to creating a harmonized legal framework for e-commerce in the region.

| would like to express my sincere appreciation to everyone who has contributed in the process. It is my hope
that the analysis and recommendations will be a significant value in the next two years as the establishment of the
ASEAN Economic Community approaches. Let me assure you of UNCTAD’s commitment to continue to support
the ASEAN and its member countries in this process.

x/ /4%4/

Supachai Panitchpakdi
UNCTAD Secretary-General
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ABBREVIATIONS

AEG — ASEAN Economic Community

APEC - Asia Pacific Economic Community

ASEAN - Association of Southeast Asian Nations

ASEC — ASEAN secretariat

Convention on Cybercrime — The Council of Europe Convention on Cybercrime

ICPEN — International Consumer Protection and Enforcement Network

E-commerce — Electronic commerce

European Union Data Protection Directive — Directive 95/46/EC of the European Parliament and of the Council
of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on
the free movement of such data

INTERPOL - International Criminal Police Organization

ITU — International Telecommunication Union

M-commerce — Mobile commerce

0ECD - Organization for Economic Cooperation and Development

OECD Privacy Guidelines — OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data
PKI - public key infrastructure

UDRP — Uniform Domain-name Dispute Resolution Policy

UNCITRAL - United Nations Commission on International Trade Law

UNESCAP - United Nations Economic and Social Commission for Asia and the Pacific
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