How to design a human-centred
digital transformation initiative:
An emerging case study from Ukraine

by Maksym Klyuchar

Throughout the pandemic, governments have rushed the development of

digital tools for citizens to receive public services online—to minimize in-person
appointments, keep operations running despite lockdowns and expedite service
delivery. Against this backdrop, the Government of Ukraine achieved progress
in reshaping how citizens interact with the state. This brief highlights preliminary
lessons learned from designing an inclusive eService support project, the
differences between a ‘client-oriented’ and the Human Rights Based Approach

(HRBA)? to electronic service design and delivery and some implications of
leaving no one behind in the ‘digital by default’ world.

Background, purpose, and limitations

Digital (electronic) services for citizens have
received praise as valuable tools throughout the
global COVID-19 crisis. Even before the pandemic
hit, digitalization of public services in various
sectors was a noteworthy trend. As early as

2012, the United Nations system recognized the
importance of new technologies, including web-
based instruments, to protect and promote human
rights and human development worldwide . Yet,
digital transformation is a double-edged sword. On
the one hand, it is a potent force that holds many

promises, including speed, ease, precision, comfort,

potential cost savings* and corruption prevention;®

on the other, when applied without due regard to
human rights and good development practices,

it is a catalyst for new, multidimensional gaps. In
addition, extrapolation of faulty governance into
the digital realm will bring about nothing more than
electronic faulty governance empowered by the
speed and efficiency of machine logic.

The Secretary-General’s Strategy on New
Technologies® and the UNDP ‘Future Forward’
Digital Strategy’ openly address the high hopes
for technology and the risks borne when IT
solutions are embraced hastily and uncritically.
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The 2019 seminal report® of the Special Rapporteur
on extreme poverty and human rights, Philip
Alston, is a sobering account of the pitfalls rapid
digital transformation can create for the poor and
marginalized communities and which human rights
may suffer as a result (see box). A growing number
of academics and practitioners are concerned

with the multifaceted digital divide,® privacy and
cybersecurity issues.

“In terms of digital welfare policy, several
conclusions emerge. First, there should
always be a genuine, non-digital option
available. Second, programmes aimed at
digitizing welfare arrangements should be
accompanied by programmes designed
to promote and teach the digital skills
needed and to ensure reasonable access
to the necessary equipment as well as
effective online access. Third, to reduce
the harm caused by incorrect assumptions
and mistaken design choices, digital
welfare systems should be co-designed
by their intended users and evaluated in a
participatory manner.”

Special Rapporteur on extreme poverty and human rights
(Philip Alston). https.//undocs.org/a/74/493

As the pandemic reached Ukraine in March

2020, UNDP began designing its signature digital
transformation initiative for the country™ supported
by the Government of Sweden and in partnership
with the Ministry of Digital Transformation (MDT)

of Ukraine. The design phase dovetailed with

the high digital aspirations of the country and the
top-level political will of Ukraine’s leadership. With
the COVID-19 quarantine restrictions, the need for
rethinking citizen-government interactions became
ever more pressing.

This brief looks at Ukraine’s path of ‘going digital’,
focusing on the early evidence collected and
preliminary lessons learned from the UNDP DIA
Support Project in the COVID-19 affected country
context. The focus is on the digital transformation
of public, citizen-oriented services at the national
level, specifically, administrative and social
services. Other realms of digital transformation,
such as autonomous land and aerial vehicles,
automation of jobs, bioengineering, fintech”

and themes of cybersecurity and personal data
protection, are important for Ukraine but are
beyond the scope of the HRBA focus of this paper.

The findings can, hopefully, be relevant for other
country contexts, development partners and
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government counterparts interested in HRBA-driven
eServices. Consultations held with various UNDP
country offices have proven that cross-country
information exchange is beneficial for project design
and policy elaboration.

Ukraine’s digital transformation: The stage set

Ukraine is ranked third among lower-middle-income
countries in the UN’s E-Government Development
Index in 2020, with Georgia and Armenia topping
the list. Ukraine has landed in the middle of the
league table of the UNDP Europe and Central Asia
region, having improved its global rank to 69™ in
2020 compared to 82" in 20182

Table 1: Ukraine’s digital dashboard snapshot®™

Indicator % Year

Mobile telephone

penetration 139 2021

Internet users, share of

population (total/men/ (63/66/60) | 2018

women)

Internet at home, urban/rural 72/41 2018
Villages without quality

broadband 65 2020
Households with a personal 62 2018

computer at home

Mobile internet connection, 89/78 2019

3G/4G

Annual internet connection 173 2020—-
growth ’ 2021
Annual social media use 2020-

growth 158 0o

Device type, based on
internet traffic (smartphone/ | (30.7/68.2/1.)
laptop or PC/tablet)

2019-
2020

While Ukraine’s electronic governance received a
potent impetus for development after the Revolution
of Dignity in 2014, some prerequisites were already
in place before it. Thus, in 2011, Ukraine joined

the Open Government Partnership initiative,"*

which improved Ukraine’s standing on open data
disclosure and overall governance transparency.”
In 2014, Ukrainians called vociferously for state
accountability, fair treatment of citizens and justice,
against the backdrop of the country’s historically
poor ratings on control of corruption® International
partners were also eager to support state
digitalization as part of their good governance and
anti-corruption assistance agendas for Ukraine.


https://undocs.org/a/74/493
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From 2014 to 2019, Ukraine launched several large-
scale initiatives" in digital transformation, including:

= the ProZorro procurement system, which
received global recognition;

= the eHealth data-processing and patient
management ecosystem in healthcare;

= the eAsset Declarations system for monitoring
assets of public officials;

= the citizen petition systems for appealing to the
president, Parliament and Cabinet of Ministers;

= the centralized Open Data Portal and the eData
platform to publish state budget transactions
in real-time, as well as local government ‘open
budget’ spinoff web pages;

= the ‘Trembita’ state data conversion and
exchange platform;

= an initial set of electronic services® for citizens
and businesses.

In addition to these sectoral initiatives, the Ukrainian
government established the State Agency for
Electronic Governance in 2014, prioritizing digital
transformation policy. In 2019 the government
adopted several policy documents'™ that would
make it possible for all persons under the
jurisdiction of Ukraine who have a valid electronic
signature to get public services online from their
internet-enabled device.

Upon this foundation, “your state in your
smartphone” became one of the electoral promises
of presidential contender Volodymyr Zelenskyy

to his young, tech-savvy voters. As the president
took office in 2019, the State Agency morphed into
the more powerful MDT, with more staff, increased
budget and a bold mandate to lead digital
transformation in its sister ministries. The MDT

team got a carte blanche from the president for
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lightning-speed, quick-win-oriented reform. Within
five months, MDT had already officially launched
its flagship mobile application for eServices, the
‘Diia’ (‘action’) app on Android and i0S.2° Ukraine
currently has over 2,000 administrative services
listed in its Registry of Services (https://guide.
diia.gov.ua/). According to MDT, the Diia portal
currently has 70+ services (and counting) and a
dozen services are rendered through the mobile
application. Another 360 services are listed as
available through other eService web portals.?’ The
current government policy is to transfer all services
to Diia to avoid having multiple service outlets
online.

Witnessing unprecedented political will and

desire to demonstrate progress, the international
development partners (such as the EU,?? the United
States, Great Britain?® and Switzerland?*) provided
full support for the government’s digitalization
agenda. In 2020, the Government of Sweden also
joined efforts to support reengineering the existing
paper-based administrative services, developing
capacities of decision-makers and prompting wider
eService use. The UNDP project was codenamed
‘DIA, for ‘digital, inclusive, accessible’: a pun on the
state eService brand ‘Diia’.

From providing services to promoting rights

Understanding public service delivery cultures

is important in considering how eServices are
positioned vis-a-vis citizens. While the distinctions
among these cultures may be blurry at times and
the categories are not mutually exclusive, at least
three ‘Government 2 Citizen’ interaction paradigms
can be singled out when it comes to rendering
public services in Ukraine (see Table 2).


https://guide.diia.gov.ua/
https://guide.diia.gov.ua/
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Table 2: Three cultures of public service delivery to citizens

Classic bureaucracy

Service-oriented (market-
based)
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HRBA-driven

Attitude of The individual is viewed in The individual is seen as a client | The individual is seen as a rights-
the service- a depersonalized manner, to be taken care of. holder. Individuals' legitimate
point officer to | neutrally (at best), or as a human rights that are part of
the individual | nuisance—especially when the international conventions have
seeking a case is complex or the individual to be upheld.

service is unpleasant to the officer.

Main goal of Deliver a service to meet Make an individual feel like Meet the state’s (duty-bearer’s)

the state entity
and the service-

the target or quota (key
performance indicators),

a valued client of the state.
Encourage the client to share

obligations towards individuals
(rights-holders)—regardless of

point officer minimize complaints or risk of | positive feedback about the their abilities, financial status,
running into litigation. provider (the state). At the residence or other factors.

same time, if the person cannot

become a client (has no device,

cannot access the service

centre), the individual is left

behind.
Ways that the | Limited and, in most cases, Feedback is considered With ‘deep dive’'HRBA
state engages | lacking. important, including written or | application, all processes to
individuals oral feedback, product pilots, design the public service elicit
into the design focus groups, etc. At the same | diverse voices that always
of relevant time, if citizens are not seen as include vulnerable groups or
services clients, they are left behind, and | those who are usually voiceless.
or collects their voices are muted. The 'nothing for us without
feedback us'principle is consistently

Despite the prevalence of the classic bureaucratic
culture of public service provision outside the

big cities, many local government entities have
succeeded in setting up service-oriented front
offices.”® These offline centres (Centres for
Administrative Service Provision) offer eQueues,
Wi-Fi, convenient waiting spaces and transparent
guidelines and have staff trained to provide a warm
welcome to citizen-clients. MDT also plays a key
role, supporting the launch of the so-called ‘Diia.
Centers’ at the sub-national level?” in parallel to
advancing the ambitious ‘paperless agenda’. While
there is always a risk that the front-office staff may
start falling back into the classic bureaucratic culture,
the greatest safeguard against this is the increased
speed of feedback exchange, including through
social media, as well as ‘clicktivism’ of citizen-clients
who leverage online communities to speak up if the
in-person administrative services are rendered poorly
and to tag higher-level officials to ‘name and shame’.

eServices in Ukraine are based on the service-
oriented culture with distinctive characteristics of

implemented. Universal design®
principles are applied.

Source: Author’s analysis

the IT business sector client-relations approach:
reliance on instant messengers for client support,
beta-testing for receiving feedback from users,
responding to clients’ tagging on social media, etc.
Thus, for instance, the Diia smartphone application
had a large-scale pre-launch test akin to market
products in the IT sector, allowing early technology
adopters to download beta versions, test and
provide feedback online. The eService platforms
were styled and marketed as trendy and sleek IT
products to appeal to the young and open-minded,
the urban middle class and technically savvy
audiences. The visual design of the Diia portal and
application won the prestigious Red Dot design
award.?®

Increasingly, eServices became positioned as not
just a more client-friendly alternative but a full-
scale substitute to the face-to-face experience of
service provision.?? However, MDT realized that

it still had to reach out to those wider audiences,
which were more difficult to persuade and who
could face challenges in their user journey. To
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bridge a multidimensional digital divide, the ministry
launched its digital education and skills-building
Osvita.diia.gov.ua portal. Yet, as with the other
e-resources, its users need to possess an internet-
enabled device, know about the portal’s existence
and have basic digital skills to navigate their
learning. Responding to the challenge of internet
access, MDT also allocated funding to remote rural
regions to access reliable broadband internet.

In a year, it became clear that strong political will
and speedily deployed solutions alone will not be
sufficient to guarantee an inclusive, safe eService
experience for all persons, especially as the
COVID-19 pandemic started to unfold and related
quarantine restrictions made access for some of the
vulnerable groups a much more significant concern.
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What evidence tells us about the accessibility of
eServices

Findings on the accessibility of eServices presented
below are based on information collected and
triangulated through representative opinion

polling, focus groups,*® desk research on the role
of national human rights institutions (NHRIs) in the
fourth industrial revolution and eService experience
mapping by professional IT testers with disabilities.

While eServices quickly gained much popularity
among Ukrainians,® almost half of the population
has not used them yet, suggesting a significant
digital divide. In the autumn of 2020, 53 percent
of the adult population (about 18 million) reported
using at least one electronic service in 12 months
(see the list of most popular eServices in Table 3).

Table 3: Top-10 eServices in Ukraine in 2019-2020, multiple answers possible®?

Have you received state electronic services in any of these areas over the past year? %
Applying for passports and addressing other issues with the State Migration Service 15
Receiving subsidies, benefits and welfare payments 13
Personal vehicle issues (driver’s license, car sale, payment of fines online, etc.) 12
Pension-related (using the Pension Fund e-services portal) 11
Obtaining information from state data registers or obtaining digital extracts from them 10
Issues related to individual entrepreneurship: registration, unified tax, financial statements 9
Taxation (using the electronic Taxpayer’s Office) 9
Business management of a firm or company: registration, taxes and other issues 8
Applying to receive a birth certificate or other related documentation for newborns 6
Enrolment in a higher education institution (electronic submission of documents) 6

Source: Kyiv International Institute for Sociology (2020), ‘Electronic services: user experience, trust and accessibility.” Sociological
findings. https.//cutt.ly/rWnfQko

they had no need to receive the listed eServices
(68 percent) or did not trust paperless state-citizen
transactions (9 percent) (see Table 4).

Forty-seven percent of Ukrainians did not use

any service. Among them, 24 percent reported
weak digital skills, and 21 percent had no internet-
enabled device. The non-users also noted that

Table 4: Why people do not use eServices; multiple answers possible

Why did you not use eServices during the past year? %
| did not need to 68
I lack the skills to use such services 24
| do not have an internet-capable device 21
| do not trust electronic documents or services, as they are unreliable 9
I am not sure whether a service | need is available electronically 4

Source: Kyiv International Institute for Sociology (2020), ‘Electronic services: user experience, trust and accessibility.” Sociological findings.


http://osvita.diia.gov.ua
https://cutt.ly/rWnfQko
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A more detailed data analysis showed that the non-
users tended to be women, people over 60 years
old, those with a lower educational level and those
who resided in a rural area (see Table 5). Elderly
women represented a particularly large group of
users with limited digital skills to access the internet
and web-based services, given that women have

a longer life expectancy (by ten years) in Ukraine
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compared to men. Also, the gap connected to the
income levels is pronounced—only 40 percent of
those who had funds to cover only food supplies
received eServices in 12 months. The share of
eService users went up to 60 percent and 71
percent among those who could meet basic needs
and have savings and the wealthiest (those who
could afford luxuries), respectively.

Table 5: eServices user and non-user demographic profiles

Share, %
Users | Non-users
Women 50 60
Elderly (60+) 17 40
Residents of rural areas 27 40
Persons with income insufficient to buy food or sufficient to buy only food 32 55
Persons with an incomplete or completed university degree 54 32

Source: Kyiv International Institute for Sociology (2020), ‘Electronic services: user experience, trust and accessibility’ Sociological findings.

Another UNDP-commissioned study on the
accessibility of eService platforms in Ukraine
revealed that these online instruments did not
fully comply with international accessibility
standards.®® At the end of 2020, a total of

82 eService websites and seven electronic
self-service terminals were inspected by
professionally trained IT testers with a disability
(visual impairments, limited mobility) against the
criteria of Web Content Accessibility Guidelines
(WCAG) version 2.1.3* The testing found that none
of the platforms and websites had full adherence
to the WCAG criteria. Only 5 percent of the
platforms had the required controls for operating
assistive software (screen readers), 6 percent
had controls to ensure sufficient contrast of the
text against the background and 10 percent had
mechanisms to alter the colour schemes of the

page.

Despite COVID-19 lockdown restrictions, the
research group was also able to assess the
physical accessibility of service centre premises
that offer services with a digital element (for
instance, eQueues or payment of the required fees).
This user journey of a person with a disability willing
to use such digitally enhanced services in the
premises of a service centre was documented and
reflected in a forthcoming report.

As a result of this preparatory work and due
diligence, the UNDP DIA Support Project design
team was able to persuade government partners to
start considering the ‘leave no one behind’ principle
in eService design and provision. Analytical
materials and case studies became a catalyst for
the ministry to agree to review the existing eService
platforms, particularly consider adjusting them
according to the WCAG, and to test the whole Diia
online ecosystem for accessibility.®
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Initial lessons learned

Whether Ukraine is able to bridge the digital divide
and practice HRBA in eService design or review will
depend on several factors. Despite the early stage
of these developments in Ukraine, some tentative
findings and conclusions can already be made as
insights for other development partner practitioners:

= Due diligence to underpin new e-solutions. It
is critical to understand both the positive sides
and the shortcomings of novel and yet untested
technological solutions. Negative lessons learned
in the areas of, for instance, artificial intelligence
and human rights, abound, including denial of
service based on demographics and preferential
or discriminatory treatment based on sex, race
or even postal code. Such experiences are quite
common in developed countries.®® Emerging
narratives, such as ‘tokenisation’, ‘blockchain-
based solutions’ and ‘Al-powered decisions’ need
to be thoroughly verified by weighing potential
risks and assessing those against expected
benefits before they are incorporated into
international development projects.

= Handling the political will wisely. An iterative,
cautious approach to eServices that entails data-
gathering, policy reengineering and extensive
testing with versatile users (including those usually
left behind) may not initially be welcome by
government partners that have the political will to
show quick results. As governments globally look
to the private markets and the start-up culture for
inspiration (market-oriented model), there is much
less appetite for the iterative, slower-paced inclusive
approach of considering discordant rights-holder
voices (HRBA model). Government counterparts
could therefore express concerns about ‘too
much testing’ as well as traditional, piecemeal
approaches to budgeting, planning, procurement,
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instance, massive early beta-testing with thousands
of users needs not be abandoned altogether. It
should, instead, be complemented with targeted
user-testing by representatives of those groups
that are left behind—the low income, those lacking
internet access or not possessing a device, or
those who are reluctant to try using services due to
perceived or real lack of digital skills.
Well-known risks intensify. Rapid deployment
of digital solutions to provide public services
increases the risks of digital exclusion (for
instance, due to the design of inaccessible
solutions) and personal data leaks® (due to
insufficient rigour in cyber-protections or user
cyber-hygiene). To stay both human-centred and
secure, the task forces that work on eService
solutions can greatly benefit from teaming up
software engineers, user interface/experience
(UI/UX) specialists, human rights experts and
cybersecurity professionals.
Institutional pushback to HRBA. State partners
may initially object to HRBA in eService design
because of the following:
= lacking staff to organize consultative
processes at the policy design stage and
implement the HRBA model;
= jnability to have a quick and massive
(thousands of feedback participants)
consultative process;
= perception that HRBA is ‘too far out’ and
something that does not necessarily belong in
a given situation; and
= view of the HRBA as a paternalistic framework
where the individuals are ‘entitled’ and the
state ‘shall provide’.
Collaborative efforts between public
administration bodies, international donors,
development agencies, and—where possible—




