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Agenda


 

Overview of the Framework


 
Components of the Framework


 

How It Works


 
Other Considerations


 

Questions and Answers
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Legal Structure OverviewLegal Structure Overview
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PAA Legal Framework for Cross-border Transaction Service
Signed Agreement
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PAA Transaction Service OperationPAA Transaction Service Operation

PAA Transaction Services OperationPAA Transaction Services Operation

Service Provider A 
(Backend System)

Service Provider B 
(Backend System)

Trader B
(Customer 
Software)

Trader A
(Customer 
Software)

Create doc
Sign doc using 
A’s private key
Initiate dispatch of 
doc

Verify doc, signature & 
certificate of A
Reformat doc into PAA 
format
Create ebXML envelope
Sign & dispatch message
Return delivery 
notification (from SP B)
Keep audit trail, original 
& reformatted doc

Verify doc, signature & 
certificate of SP A
Reformat doc into B’s 
required format
Sign doc w ith SP B 
private key
Return delivery 
notification (to SP A)
Keep audit trail, original 
& reformatted doc

Accept doc
Optionally to 
verify signature of 
SP B

Central 
Subscriber 
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Registration / Termination 
of Subscribers

Repository 
(document, 
audit trail)

Repository 
(document, 
audit trail)

enquiries / 
responses

PAA Policy 
AuthorityTrusted 

Certificates

enquiries / 
responses





 



 

 Maintain trusted 
list of certificates

15 minutes 15 minutes

Certification 
Authority A
Issue recognised certificate 
to Trader A
Maintain public key directory

CA A Public 
Key Directory



ebXMLSP A ’s

own system SP B ’s
own system



Pan Asian EPan Asian E--Commerce AllianceCommerce Alliance

Copyright © PAA, 2009. All Rights Reserved 6

PAA Mutual PKI Recognition - Approach


 

Pragmatic approach to drive cross border 
trade


 

Establish comparative level of trustworthiness


 
Establish Pan Asian Certificate Policy Authority 
to set criteria for PAA CA/CPS recognition


 

Authentication of identity of individuals/ 
organizations so as to establishing non- 
repudiation for cross border trade


 

Adherence to “good practice” while being 
flexible to allow for local 
requirements/variations
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Components of the Framework

A. PAA Policy Authority


 
Established in Jan 2001


 

The Authority’s Terms Of Reference define the 
scope of responsibilities


 

Define a common PAA Certificate Policy (CP)


 
Define a procedure for the recognition of CPS 
of CA against this CP


 

Define a procedure for the change 
management for the CP and the recognition 
procedure


 

Administer the recognition and change 
management procedure
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Components of the Framework

B. PAA Certificate Policy


 
Define a set of rules as minimum and common 
criteria for recognition


 

For use within the PAA domain and trusted by 
the PAA members


 

CPS of a CA seeking recognition is assessed 
against this CP


 

Sit on top of a CPS that cover different aspects 
(policy, legal, operational, technical)
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