
The role of government,
regulations, standards
and new technologies





International Conference on 
Ensuring Industrial Safety

The role of government, regulations, 
standards and new technologies



© UNIDO 2019. All rights reserved.

This document has been produced without formal United Nations editing. The designations employed 
and the presentation of the material in this document do not imply the expression of any opinion 
whatsoever on the part of the Secretariat of the United Nations Industrial Development Organization 
(UNIDO) concerning the legal status of any country, territory, city or area or of its authorities, 
or concerning the delimitation of its frontiers or boundaries, or its economic system or degree of 
development. Designations such as “developed”, “industrialized” or “developing” are intended for 
statistical convenience and do not necessarily express a judgement about the stage reached by a 
particular country or area in the development process. Mention of firm names or commercial products 
does not constitute an endorsement by UNIDO.

For reference and citation, please use: United Nations Industrial Development Organization, 2019. 
International Conference on Ensuring Industrial Safety: The Role of Government, Regulations, Standards 
and New Technologies. Vienna.



v

CONTENTS
Abbreviations iv
Acknowledgments v
Foreword by LI Yong, Director General, UNIDO vi

1. Understanding industrial safety and security 1
1.1. What is industrial safety? 1
1.2. Industrial safety and the 2030 Agenda for Sustainable Development 5
1.3. Challenges and the need for cooperation 5

2. Strengthening governance in industrial safety 9
2.1. Laws and regulations on industrial safety 9
2.2. Standards and norms for ensuring industrial safety 15
2.3. Industrial safety management systems and best practices 18

3. Creating a culture of industrial safety and security 21
3.1. The emergence of the concept of an organizational safety culture 21
3.2. Approaches to establishing a safety culture 23
3.3. Methods of building and changing a safety culture 27
3.4. Firm-level safety culture 28

4. Monitoring industrial safety and security 34
4.1. Key performance indicators and their applications 35
4.2. Industry best practices on monitoring 38
4.3. Improving the monitoring capabilities of regulatory authorities 38

5. Understanding the connection between Industry 4.0 and industrial safety 44
5.1. Industry 4.0 challenges and potential for ensuring industrial safety 44
5.2. Industrial safety and security in an Industry 4.0 work environment 54

6. Conclusion 57
6.1. The role of collective action in ensuring industrial safety 57
6.2. Key takeaways from the industrial safety conference 59

7. Annexes 64
7.1. Conference resolution 64
7.2. Conference structure and speakers 65

Conference agenda 67
Notes 75
References 78



vi INTERNATIONAL CONFERENCE ON ENSURING INDUSTRIAL SAFETY The Role of Government, Regulations, Standards and New Technologies

ABBREVIATIONS
IAEA International Atomic Energy Agency
ILO International Labour Organization 
ISO International Organization for 

Standardization
LDCs Least developed countries
OHS Occupational health and safety 
OSHA  Occupational Safety and Health 

Administration (United States)
SDGs  Sustainable Development Goals
SMEs  Small and medium-sized enterprises
UNDRR United Nations Office for Disaster 

Risk Reduction

UNECE  United Nations Economic 
Commission for Europe

UNIDO  United Nations Industrial 
Development Organization 

UNISDR  United Nations Office for Disaster 
Risk Reduction

UNODC United Nations Office on Drugs and 
Crime 

UNOOSA United Nations Office for Outer Space 
Affairs

WHO World Health Organization



vii

ACKNOWLEDGMENTS
This report on the International Conference on 
Ensuring Industrial Safety: The Role of Govern-
ments, Regulations and Standards, held in Vi-
enna, Austria, on 30–31 May 2019, was prepared 
by Olga Memedovic, Chief of the Business Envi-
ronment, Cluster and Innovation Division (BCI) 
in the UNIDO Department of Trade, Investment 
and Innovation (TII). The conference was orga-
nized by UNIDO and the Federal Environmental, 
Industrial and Nuclear Supervision Service of the 
Russian Federation (Rostechnadzor) and funded 
from the Voluntary Contribution of the Russian 
Federation to UNIDO Industrial Development 
Fund.

Oliver Authried, Iana Iakovleva and Jamie Sandhu 
helped organize the conference.

Linda Lampel, Brigitt Roveti, Jamie Sandhu, Ekat-
erina Seteykina and Christi Thomas transcribed 
the proceedings of the conference and provided 

background research and made other valuable 
contributions.

Oliver Authried and Evgeniia Samuseva also pro-
vided background and support materials.

Guidance and overall support were provided by 
Dmitry Chachelov, Deputy Head of International 
Relations Department, Rostechnadzor, and Irina 
Sokolova, Head of International Relations Depart-
ment, Rostechnadzor.

The report benefited from the contributions of 
conference keynote speakers and panelists.

We are grateful to the team at Communica-
tions Development Incorporated — led by Bruce 
Ross-Larson and Meta de Coquereaumont and 
including Joe Caponio, Mike Crumplar, Peter 
Redvers-Lee and Elaine Wilson — for editing and 
designing this publication.



viii INTERNATIONAL CONFERENCE ON ENSURING INDUSTRIAL SAFETY The Role of Government, Regulations, Standards and New Technologies

FOREWORD BY LI YONG, 
DIRECTOR GENERAL, UNIDO

Industrial safety is often an overlooked attribute 
of well-being that is important for achieving the 
2030 Agenda for Sustainable Development and its 
associated Sustainable Development Goals (SDGs). 
Industrial processes, equipment and factories have 
the potential to create hazards that can harm indi-
viduals, the environment and industrial assets.

At the same time, natural hazards, political insta-
bility, sabotage and cybercrime can cause massive 
damage to entities of the industrial sector. These 
natural and human-caused hazards can affect 
the social, economic and environmental pillars 
of sustainable economic development. When gov-
ernments and companies alike ignore industrial 
safety, along with the prospects of damage from 
climate change, that neglect will be reflected in 
lower productivity, competitiveness and resilience, 
posing a serious threat to realization of Agenda 
2030 and the SDGs.

Because industrial activities will never be entirely 
free of risk from natural and human-caused haz-
ards, it is essential to understand these risks as 
thoroughly as possible to inform supervisory au-
thorities and to take suitable risk-mitigation mea-
sures based on best practices and best available 
technologies.

Machines are increasingly connected with indus-
trial processes and perform tasks in cooperation 
with humans. Early automation and mass produc-
tion have brought many challenges and, moving 
forward, technological solutions of the new in-
dustrial revolution will create new challenges for 
industrial safety. Machines, technical equipment 
and buildings can have shortcomings and, as such, 
they need to be designed with harm reduction in 

mind. In addition to these precautionary steps 
to ensure the safety of workers and the environ-
ment, there is also a need to consider security. Ma-
chines can be deliberately exploited for nefarious 
purposes — for instance, during cyberattacks — and 
that possibility should be taken into account when 
implementing or redesigning production systems.

Developing countries, especially the least devel-
oped countries (LDCs), are more vulnerable to 
hazards at industrial sites than developed coun-
tries. We can attribute this to a number of factors, 
such as a lack of safety standards and compliance, 
poor land planning and, in general, a low degree 
of safety awareness, education and training.

In many developing countries and LDCs, industrial 
facilities are commonly built on inappropriate geo-
graphic sites, making them dangerously suscepti-
ble to natural hazards. Natural hazards can occur 
virtually anywhere, but some locations are more 
vulnerable than others since they are more prone to 
floods, earthquakes and other extreme events that 
call for special measures. And climate change will 
exacerbate the economic damage stemming from 
natural disasters. Therefore, mapping hazardous 
industrial sites and zones, as well as coordinating 
land use policy with industrial safety policy, is of 
growing importance. Challenges some countries 
face from natural disasters, such as repeated flood-
ing in industrial areas, can be avoided if sound safe-
ty frameworks that clearly indicate the minimum 
requirements for industrial activities are executed.

But beyond these environmental factors, some 
industries are intrinsically more hazardous than 
others. These include oil and gas, chemical, con-
struction, and mining industries, among many 
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